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Acceptable Use of Mobile phones, smartwatches and other digital devices:

Umina Beach Public School Policy and Procedures.

Rationale and Objectives

Umina Beach Public School supports the restrictions of mobile phones in accordance with the NSW
Department of Education: Students’ Use of Mobile Phones in Schools policy (Student use of mobile

phones in schools). Mobile phone use in schools can impact student learning and wellbeing.

Restricting mobile phone use at school aims to increase focus in classrooms, remove distractions, and
promote positive social interaction, while reducing the potential for online bullying. Umina Beach
Public School has strong teaching and learning practices to support students in the classroom using
various forms of appropriate technology, which maximises the benefits and minimises the risks of
digital environments and prepare students for life beyond school. We foster a safe learning
environment which supports and enhances each child’s social and emotional health through our
wellbeing and learning support teams.

Umina Beach Public School has elected to use the following approach. All mobile phones will be ‘off
and away’ for the full school day, including recess, lunch and in bus lines. This will mean that students
will have a responsibility to turn off their phone and store it safely in their school bag for the course of
the school day. This is an approved NSW Department of Education option and will limit unnecessary
distractions and complement our ongoing approach to ensure every student maximises their learning
and social growth in a safe and supportive environment.

Exemptions

Umina Beach Public School understands there may be students who have a medical, wellbeing or
learning need which will require them to access a mobile phone as defined in this plan. In such
circumstances, parents/carers are required to contact the Deputy Principal who will determine where
an exemption will be applied for, on behalf of a student, as well as the adjustments to any school-based
practices and procedures.

Contacting students

Umina Beach Public School understands there will always be emergencies when parents need to get in
contact with students or vice versa during the school day. We try to keep this to a minimum, with the
exception of emergencies, to avoid disturbing the students’ learning. Parents and carers can make
contact with the school through the school office 43411 630 or umina-p.school@det.nsw.edu.au and
students will also be able to contact parents or carers through the school office if urgent.
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Scope:

This procedure provides a consistent framework for the safe, responsible and respectful use of mobile
phones and related devices by students in our school. It sets out the shared responsibilities of school
staff, students and parents and carers. It also provides a framework to manage potential risks to student
safety and wellbeing.

This procedure covers student use of mobile phones and related devices in school-related settings,
including on school grounds, at school-related activities and outside of school where there is a clear and
close connection between the school and the conduct of students. This procedure also sets out
conditions and expectations relating to students using mobile phones to take photographs or videos
while at school (or engaged in school-related activities). For the purposes of this document, ‘mobile
phone’ also includes all other similar devices including smartwatches or cameras.

Acceptable use of mobile phones/smartwatches at school:

This document reflects the NSW Department of Education’s definition of “appropriate use” of mobile
phones (and all similar devices), which includes:

e Keeping devices switched off and stored in school bags whilst at school;

e Securing permission from a teacher should they need to access their phone during the course of a
day in an emergent situation.

e Using mobile phones/smartwatches in a way that respects the privacy of others and does not
cause harm, distress, embarrassment or interfere with the learning environment or the operation
of the school.

e Committing to follow school expectations, as outlined in the school’s User Agreement Form.

Unacceptable use of mobile phones/smartwatches at school:

This document reflects the NSW Department of Education’s definition of “inappropriate use” of
mobile phones (and all other similar devices) which includes:

° using the device in a way that disrupts or is likely to disrupt the learning environment or
interfere with the operation of the school;

° bullying, intimidating or harassing others through SMS or text messaging, including sexting or
through photographic, video or other data transfer system;

° recording of conversations, including lessons, without the knowledge and permission of the
teacher or those involved in the conversation;

° downloading or otherwise accessing inappropriate material on the internet such as child abuse
or pornographic or other offensive material;



. filming of fights or other criminal behaviour involving students that occur at school, during
school activities or while on the way to or from school;

° using it in a way that threatens or is likely to threaten the safety or wellbeing of any person;

. use that is in breach of any law.

In line with NSW Department of Education policy and procedures, if students use mobile
phones/smartwatches inappropriately at school, principals have the right to take action. Depending on
the circumstances, action can include:

e time-out, revision of expectations and conditions of use

e students being directed to hand in their device to be stored in the office and collected at the end
of the day (by student or parent, depending on circumstances)

e applying student disciplinary provisions, including formal caution, suspension or other appropriate
disciplinary measure as determined by the school’s discipline policy.

e reporting the matter to the police.

e Use of a Yonder Pouch to support the student to use their device, in accordance with the
conditions set out in this document.

Examples of acceptable and unacceptable use of devices at Umina Beach Public School, including
possible consequences, are included in Appendix 3.

Confiscating a student’s device:

If school staff have reasonable grounds to suspect that a student has inappropriate material on their
phone/smartwatch/device, they may confiscate the device for the purpose of confirming the existence
of the material. Any viewing of the material should be undertaken in the presence of the student and
should be limited to establishing that inappropriate material is on the phone. Staff need to be sensitive
to other personal information of the student that may also be present on the device.

It is appropriate to confiscate phones/devices from students when:

e itis necessary to examine the device, when there are reasonable grounds to suspect inappropriate
material may be on the device;

e material that falls within the meaning of sexting is found on the phone/device;

e the phone/device has been used to record fights or other criminal activity involving students
occurring at a school, during school activities or on the way to, or from, the school.



If video recordings of fights or other criminal or potential criminal activity are located on a student’s

phone/device, principals need to consider whether the nature of the material recorded warrants

reporting to the police in addition to any potential action under the school student discipline policy.

Conditions of use:

The following Conditions of Use align with the responsibilities and obligations of students, staff and

parents at Umina Beach Public School (Appendix 1) and the NSW Department of Education Behaviour

Code for Students (Appendix 2). To retain the privilege of using a mobile phone/smartwatch/digital device

at school, students and parents must agree to, and abide by, the following conditions of use:

1.

Parents must read, agree to, sign and return the attached agreement to allow their child to have
a mobile phone/smartwatch/device at school. Both parents and students agree to the conditions
of use.

The parent and/or student takes full responsibility for mobile devices at school. School/staff will
not be responsible for their loss, theft or damage, either at school or travel to and from school, or
for investigating loss or damage. Students bring devices to school at their own risk.

Students must not use mobile phones or other devices to disrupt the learning environment or
interfere with the operation of the school.

Students must not use mobile phones or other devices to threaten, bully, intimidate or harass
others through SMS or text message, photographic, video or other data transfer system available
on the phone or for any illegal activity.

Students must not share personal, private or confidential material or a virus or other harmful
software.

Once at school, phones/devices are to be turned off or on silent and kept in bags while students
are in class so as not to disrupt the learning environment. Smartwatches are to be on flight mode
during the hours of the school day.

If a breach of conditions of use occurs more than once in a day, the student will need to hand their
device to the teacher. The device will be stored in the school office where it will remain until
picked up by the student at the end of the school day. In the case of a major incident relating to
phone/smartwatch/device use, the device will remain in the office until parents can collect it. In
the case where inappropriate device use requires police investigation, the device will remain at
school until investigations are concluded. Parents will be advised in this case.

Students must not lend phones/devices to other students to use whilst at school. The student
who owns the phone/device will be held responsible for its use. Students are to keep
phones/devices locked and must not share passwords or other personal information with others.
Students must tell a teacher if a student asks them to share or post personal or school information.



9. Students must tell a teacher immediately if they find online content that relates to students, staff
or Umina Beach Public School. Students must immediately report any information that has been
sent or shared by device that is suspicious, harmful, abusive, derogatory, inappropriate or makes
them uncomfortable.

10. If unwell or injured at school, students must immediately tell a teacher. Students are not to use
their device to communicate such information to parents.

11. Parents must ring the school, should an important message be communicated to their child, such
as changes to home travel plans. This message will be relayed by front office to the student. This
is the appropriate means for parent-child communication during the hours of the school day.

12. Students must not take videos/photos/sound recordings at school and must not transmit, post or
publish: photos, video, sound recordings or information relating to school, staff or students.

13. In line with department of education policy, if school staff have reasonable grounds to suspect
that a student has inappropriate material on their phone/device, they may confiscate and inspect
a student’s mobile device for the purpose of confirming the existence of inappropriate material
(see below).

Exemptions:

Exemptions to any part of this procedure may apply for some students in some circumstances. Parents
and carers can request an exemption and apply for a Mobile Phone/smartwatch Pass. This may be for
health, safety or family circumstances. All requests will be considered on a case-by-case basis and granted
when required by law or at the principal’s discretion. Dependent on need and individual circumstances,
these passes may cover a short period of time of remain in use for the length of the school year.

In the case where parents have requested and received special exemption for their child to access their
phone/device at school, the child will be issued with a Mobile Phone Pass card/Smartwatch Pass card.
This card will include details including student name, mobile phone number, date issued and expiry date.
In the case where a Pass card expires yet is still required, parents must re-apply in writing. Mobile Phone
Passes/Smartwatch Passes are to remain with the child. Students may be asked by staff to show their
mobile phone/smartwatch pass.

If a device is in the possession of a student who cannot show their pass when asked, if the pass has
expired, or if the pass belongs to another student, the child will be asked to hand their device in to the
office where it will be stored until student collection at the end of the day.

Supporting students to engage in acceptable use of mobile phones at Umina Beach Public School:

Supporting students to use digital devices and online services in safe, responsible and respectful ways is
a shared responsibility.

Teachers will support students to use mobile devices at school in an acceptable way by explicitly reviewing
and explaining the information presented in this document, as well as teaching expected behaviours and
making clear the consequences for inappropriate use of mobile devices at school.



School leaders will ensure there are strong processes in place to ensure policy and procedures related to
the acceptable use of mobile devices at school are taught fairly, consistently and thoroughly by all staff
and that teachers regularly reiterate expectations for all students.

Parents and carers will read through the responsibilities set out for students, parents/carers and UBPS
staff and discuss this in detail with their child, before signing the Parent/Carer Student Mobile
Phone/Smartwatch Agreement. Parents and carers understand that, by signing this agreement, they have
a responsibility to work with the school to support their child to follow the conditions of use set out in
this document and support implementation of related school process, including its approach to resolving
issues or consequences for non-compliance.

Introduction and reinforcement of the acceptable use of mobile phones/smartwatches policy:

Teachers will discuss this policy with classes at the commencement of each year. Should incidents arise
where students are inappropriately using mobile phones/devices at school, such behaviour will be
addressed in terms of the policy, thereby reinforcing the policy. The community will be made aware of
the policy in the newsletter and through regular communication. The policy will be published on the
website and a hard copy of this document will be provided for all new enrolments.

Monitoring, evaluation and reporting:

The Student Use of Digital Devices and Online Services Procedure and the accompanying UBPS
Acceptable Use of Mobile Phones/Smartwatches Policy will be reviewed annually, so that all members of
the school community are aware of and remain committed to it. The procedure will reflect current
teaching and learning practices of the school. The review will provide opportunities for reflection and
renewal.

Umina Beach Public School will develop and implement a revised procedure, if necessary, following
review. Staff, students and the community will be provided with opportunities to monitor and evaluate
the implementation of mobile phone/smartwatch use procedures on an annual basis.

Communicating policy and procedure to the school community:

Policy and procedure will be communicated to students at the beginning of each school year by their class
teacher, as well as during their first session in the computer lab with the Computers RFF Teacher.

Parents and carers can find a copy of this document on our school website. Alternatively, they can access
a hard copy of the document upon making an enquiry to the office. Parents and carers will be advised by
the school newsletter of the procedure at the beginning of each school year.



Complaints:

If a student, parent or carer has a concern or complaint under this procedure, they should first follow our
school’s complaint process. A copy of our complaints process is available on our school website. If the
issue cannot be resolved, please refer to the department’s guide for students/ parents/ carers about
making a complaint about our schools.

Related NSW departmental documents/policies:

Social Media Policy

https://policies.education.nsw.gov.au/policy-library/policies/social-media-policy?refid=285859 Student

Use of Digital devices and Online Services

https://policies.education.nsw.gov.au/policy-library/policies/pd-2020-0471?refid=285859

Appendix 1: RESPONSIBILITIES AND OBLIGATIONS: Students, parents, and staff
For students:

« Be safe, responsible, respectful users of mobile phones/similar devices and support
their peers to be the same.

o Abide by the conditions of use, follow staff directions and accept related
consequences.

o Communicate respectfully and collaboratively with peers, school staff and the school
community, behave in ways described in the Behaviour Code for Students (see
Appendix).

For parents and carers:

» Recognise the role they play in educating their children and modelling the behaviours
that underpin the safe, responsible and respectful use of mobile phones and similar
devices.

« Support implementation of the school procedure, including its approach to resolving
issues or consequences for non-compliance with school procedures, as well as
ensuring all messages are communicated via the office (unless student has signed
exemption).

» Take responsibility for their child’s use of mobile devices at home, such as use of online
services with age and content restrictions.



Communicate with school staff and the school community respectfully and
collaboratively.

Encourage their child to always report to a school staff member in the first instance if
they become unwell or experience a problem or issue at school.

Acknowledge that device confiscation, suspension and police investigation are possible
consequences for non-compliance.

Sign and return the Parent/Carer Mobile Phone Agreement (attached with this
document).

For principal and teachers:

Provide learning experiences that encourage safe, responsible and respectful use of
mobile phones and similar devices. This includes establishing agreed classroom
expectations for using mobile phones and educating students about privacy,
intellectual property, copyright, digital literacy and other safety-related issues.

Model appropriate use of mobile phones/devices, in line with departmental policy.

Respond to and report any breaches/incidents of inappropriate use of mobile
phones/devices as required by school procedures, departmental policy and statutory
or regulatory requirements. This includes:

o Reporting the creation, possession or distribution of indecent or offensive material
to the Incident Support and Report hotline as required by the Incident Notification
and Response Policy and Procedures and consider any mandatory reporting
requirements.

o Working with the department and the Office of the eSafety Commissioner (if
necessary) to resolve cases of serious bullying and image-based abuse.

o Following the school’s behaviour management plan when responding to any
incident of inappropriate student behaviour relating to the use of digital devices or
online services.

If issues emerge, support parents and carers to understand strategies that promote
their children’s safe, responsible and respectful use of digital devices and online
services.

Participate in professional development related to appropriate use of mobile phones.



For non-teaching staff, volunteers and contractors

Be aware of department’s policy, this procedure and act in accordance whilst at school.

Report any inappropriate use of mobile phones to the principal, executive or staff they

are working with.

NSW Department of Education

Appendix 2: NSW Department of Education Behaviour Code for Students

Behaviour code for students

NSW public schools

NSW public schools are committed
to providing safe, supportive and
responsive learning environments for
everyone. We teach and model the
behaviours we value in our students.

In NSW public schools students are
expected to:

m  Respect other students, their teachers and school staff
and community memibers

= Follow school and class rules and follow the directions of
their teachers

m  Strive for the highest standards in learning

= Respect all members of the school community and
show courtesy to all students, teachers and community
members

m  Resolve conflict respectfully, calmly and fairly

= Comply with the school's uniform policy or dress code

= Attend school every day (Unless legally excused)

»  Respect all property

= Not be violent or bring weapons, illegal drugs, alcohol or
tobacco into our schools

= Not bully, harass, intimidate or discriminate against
anyone in our schools

Schools take strong action in response to behaviour that

is detrimental to self or others or to the achievement of
high quality teaching and learning.

Behaviour Code for Students: Actions

Promoting the learning, welloeing and safety of all
students in NSW Public Schools is a high priority for the
Department of Education.

We implement teaching and learning approaches to
support the development of skills needed by students
to meet our high standards for respectful, safe and
endaded behaviotir

Respect

= Treat one another with dignity
®  Speak and behave courteously
= Cooperate with others

= Develop positive and respectful relationships and think
about the effect on relationships before acting

= Value the interests, ability and culture of others
= Dress appropriately by complying with the school
uniform or dress code

= Take care with property

Safety

= Model and follow departmental, school and/or class
codes of behaviour and conduct

= Negotiate and resolve conflict with empathy

= Take personal responsibility for behaviour and actions

= Care for self and others

= Avoid dangerous behaviour and encourage others to
avoid dangerous behaviour

Engagement

= Attend school every day (unless legally excused)
= Arrive at school and class on time

= Be prepared for every lesson

m  Actively participate in learning

= Aspire and strive to achieve the highest standards
of learning

The principal and school staff, using their professional
judgment, are best placed to maintain discipline

and provide safe, supportive and responsive learning
environments. The department provides a policy
framework and resources such as Legal Issues Bulletins,
access to specialist advice, and professional learning

to guide principals and their staff in exercising their
professional judgment. In this context the NSW
Covernment and the Department of Education will back
the authority and judgment of principals and school staff
~F the lacal levial






Appendix 3: Overview of acceptable/unacceptable use of devices (and possible consequences)

Acceptable use of :
phone/smartwatch at ‘g

=

UBPS

Student signs UPES mobile
phone/smartwatch agreement.

* Phone is off and away in bag.

+ Smartwatch off and away in bag.

* Student asks permission before
checking phone/ smartwatch or
using device at school.

* Student alerts teacher if aware of
inappropriate phone/

smartwatch use by other
students.

Examples of possible
consequences

Soaring seagull

positive praise/reinforcement/
award

positive contact home: email/phone
call or letter

Minor unacceptable ‘=
use of phone/
smartwatch at UBPS

o

Student has phone/smartwatch at

school without signed Mobile
phone/smartwatch agreement.
Phone not off and
away/Smartwatch not off and away.
* Texting/making calls without
permission.

Mot reporting misuse of
phones/devices by other student

Examples of possible
consequences

Participate in Sort and Talk process,
including review of PBL lesson to
review expectations (in own time).

Work with teacher to review the
mobile phone/smartwatch
agreement (in own time).

Phone/smartwatch handed in to
office for student to collect at end of
day.

Proactice parent meeting to co-
construct mobile device plan at
school.

Major unacceptable [=a=]
use of phone/
smartwatch at UBPS

o

» Student shows/shares inappropriate
material or uses device to send/share
inappropriate/derogatory/intimiating
comments to other students.

+ Student takes/shares/uploads images,
videos or recordings related to
students, staff or school.

= Student downloads and/or accesses

) and/or shares inappropriate/offensive

= or illegal material on their device.

+ Student takes and/or shares
images/videos of fights or other
criminal behaviour involving other
students.

* Student uses device to threaten the

safety or wellbeing of others/uses

phone inaway thatis in breach of a

law.

Examples of possible
consequences

time out/loss of privillege

device confiscated/handed in to office
for parent pick up

Student behaviour contract (device to
be kept in Yondr pouch)

formal caution or suspension

police called to investigate serious

concern.






