EWSFLASH

TERM 3, WEEK 4 2025

Students looked fabulous in their bold colours today as we acknowledged and promoted the message,
‘Bullying, No Way’. Bullying can occur in person or online (see the included Fact Sheets).To have informed
conversations and empower children to report bullying, we must teach them what bullying is and give them the
language to report the behaviour. Part of this is understanding that someone being mean is not always bullying.
As adults, it is our responsibility to help children navigate situations and recognise the difference. The following
information is provided to assist with these types of conversations and identify bullying.

Bullying behaviours:

- are aggressive, unkind or mean behaviours that are one-sided.

« are repeated behaviours (it must happen multiple times, in an ongoing way, to be defined as bullying).

« happen on purposelare deliberate (i.e. aren't accidental, for instance).

« must have a power imbalance — which means that people bullying and the people being bullied aren’t seen
as being ‘equal’, or the person being bullied would have a hard time standing up for themself or fighting back,
e.g. older, bigger people picking on smaller, younger people, or ‘popular’ people targeting someone who they
see as being ‘unpopular’, or a group targeting one person.

» causes harm - this can be physical (e.g. bruises), psychological (e.g. distress) or social (e.g. losing friends).

On Wednesday, Year 5 students attended ‘Burn Bright’, an interactive leadership program that focuses on
developing students’ leadership skills, as well as team-building activities. The event aligns with and supports the
Year 5 Leadership Package that all Year 5 students are completing this term, under the mentorship of Mrs
Mooring.

Yesterday, our Year 6 debating team was unsuccessful against Muswellbrook PS. The debate provided a valuable
learning experience and an opportunity for Faith A., Callie K., Travis B. and Hannah A. to extend and refine their
skills. We are very proud of the team’s performance and conduct throughout the event. Thank you to Mrs Edwards
for organising our debating program and to Mrs Boulton for attending the event with students.

Congratulations to Archie C. and Jack W., who competed in the Regional Premier’s Spelling Bee today. Archie
progressed through to the 4" round (out of five) in the Junior section, to finish in the top 9. Jack also did very well
in the Senior section, spelling his way into the 2" round. Jack finished in the top 20.
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GROUNDED IN COUNTRY
AFTER-SCHOOL PROGRAM

Participants looked to have a great time at Thursday’s after-school program run by
Grounded in Country. There are still places available for those who thought it was
too late to register. These will be offered to other schools if not filled locally, so don’t
delay registration, or your child may miss out.




| At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

SNAP STREAK

57 SN&PCHAT @

ﬂnvs Snapchat is a messaging app which allows users to send images, videos and texts to

others. Its best-known feature is that anything sent ‘disappears’ 24 hours after it's been),
viewed; however, users are known to take screenshots or use another device to obtain a \
photo of their screen. In 2023, Snapchat added a chatbot function called ‘My Al'. ) | “'
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My Alis Snapchat’s new chatbot, which replies to a | Snapchat prioritises user engagement, with features
questions in a human-like manner. However, the l | like streaks (messaging the same person every day to
software is still in its infancy and has significant ) build up a high score). The app also has sections
drawbacks, such as biased, incorrect or misleading & called ‘Discover’ and ‘Spotlight’, which show tailored
responses. There have already been numerous reports 3 content to each user. However, this could also be seen
of young users turning to Al for medical help and as an attempt to hook users into watching videos
diagnoses, which could be inaccurate and therefore SR = | B endlessly. Furthermore, constant notifications can lure
potentially dangerous. } ! people into using the app.
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PREDATORS AND SCAMS < _ AaL INAPPROPRIATE CONTENT

Predators can exploit Snapchat’s disappearing
messages by, for example, telling a user they have
naked photos of them and will post them unless
they’re paid. Snapchat’s own research found that 65%
of teenagers had experienced this - on this app or
others. This likely isn't helped by ‘ShapMaps’ - a
feature which highlights your exact position in
real-time. This is meant to help friends keep track of
each other, but could be used for more sinister

reasons. : . | s . I“&
MY EYES ONLY ONLINE PRESSURES 3

y Although many of Snapchat'’s filters are designed Q'
Snapchat has a hidden photo vault called & to entertain or amuse, the ‘beautify’ effects on

‘My Eyes Only’. Teens can conceal sensitive photos f & f % photos can set unrealistic body image expectations -
and videos from parents and carers in this folder, creating feelings of inadequacy in younger users.

which is protected by a PIN. You can check for this by ' | snapchat now also has ‘priority’ notifications (which
clicking on the icon which looks like two playing cards. still get displayed even if a device is in ‘do not disturb’

This takes you to the ‘Memories’ folder which stores mode), increasing the pressure on users to log back in
photos, stories and the My Eyes Only folder. and interact.
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Some content on Snapchat simply isn’t suitable

for children. The hashtags used to group content

are determined by the poster, so even aninnocent
search term could still yield age-inappropriate results.
The app’s ‘disappearing messages’ feature also
makes it easy for young people to share explicit
images on impulse - so sexting continues to be a risk
associated with Snapchat.

Ad\uce for Parents & Educators

FAMILIARISE YOURSELF

Before you allow a child to download Snapchat, download it yourself
and familiarise yourself with the app. Snapchat has produced a
parents’ guide to the app to help you understand how it works and
any protections they have in place. A link for this can be found in the
sources below.

ENCOUi?AGE OPEN DISCUSSIONS

Snapchat’s risks can be easier to handle if you nurture an open dialogue.

' N, f. e ,‘
UTlLISE PARENTAL CONTROLS

Snapchat'’s ‘Family Centre’ lets you view the details of the child’s account -\
their friends list and who they’ve spoken to in the last week — and report any .
concerns. You must invite a child to the Family Centre for them to join. To keep the
child’s location hidden on the app, go into settings and turn on ‘Ghost Mode’ and

‘Hide Live Location’, and ensure they know not to share their location with anyone.

BLOCK AND REPORT '

If a stranger does connect with a child on Snapchat and begins to make

them feel uncomfortable through bullying, pressure to send explicit For example, discuss My Al’s responses to questions and how reliable they are.

images or by sending sexual images to them, the child can tap the three dots Talk about scams and blackmail before letting children sign up. If they're lured into *

on that person’s profile and report or block them. There are options to state why a scam, encourage them to tell you immediately. Talk openly and non-judgementally & LA

they're reporting that user — such as annoying or malicious messages, spam or about sexting, emphasising its inherent risks. Furthermore, explain how popular P j?

masquerading as someone else. ‘challenges’ on the platform can have harmful consequences. S i
&, s

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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Source: See full reference list on guide page at: https://nationalcollege.com/guides/snapchat-2021
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
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XPERIENCINGIBULLYING

In a DfE survey, 36% of parents said that their child had been bullied in the past year, while 29% of secondary school headteachers
reported bullying among students. Public Health England states that young people who maintain positive communication with
their family were less likely to experience bullying - so it’s important that parents, carers and educators know how to talk to

3 children about bullying.
1. WATCH FOR
BEHAVIOURAL CHANGES

Children who are experiencing bullying may
become quiet, withdrawn, or anxious; however, "
they may also act on the pain and anger that
they're feeling. A shift in attitude towards their
existing friends (or not mentioning them any
more at all) or alluding to new friendships which
seem notably different could also be warning
signs. It's important to be alert to such changes
and talk to your child about them if they occur.

6. STAY
INFORMED

Make sure you know your child’s school’s
definition of, response to and relevant contacts
for bullying. This information should be in their
anti-bullying policy, which ought to be available
on the school’s website. Class teachers or form

\ tutors are usually the first point of contact,
though there may be dedicated support teams
or key workers to help your child, depending on
® the specific situation.

7. PREP YOUR CHILD FOR

2. THINK THINGS (
THROUGH s

Before acting, ask yourself if this is the right time
and place to address concerns about bullying.
Might your worries trigger strong feelings —
perhaps from your own experiences - that could
discourage your child from opening up to you?
You could try discussing what you’ve noticed
with another trusted adult who knows your
child well.

THE RESPONSE

Schools’ responses to bullying vary depending
on whether they're resolving disagreements
and arguments, or addressing unintended
verbal or physical harm and so on. It’s important
to work out with your child whether any harm
was intentional, how much control they had over
the situation and how often such incidents have
occurred. Reporting concerns accurately will get
the best outcome for your child more quickly.
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3. BE OPEN AND -
UNDERSTANDING

Try to outline to your child the changes that
you've noticed in their body language,
appearance, behaviour, or tone of voice - and
do so without sounding judgemental. Help them
to describe what they're feeling — be it anger,
sadness, fear or something else - as accurately

as possible. If they say they’re “angry”, do they

LN I

8. SUMMARISE YOUR
CHILD’S EXPERIENCE

When you contact the school, make sure you've
precisely described what your child
experienced: what happened; when; where; and
who was involved. This will help the school to
investigate further, identifying any witnesses, as
well as those who were directly involved. It can

mean “enraged” or “frustrated”? Thi§ will help r ® also help the school to know how your child is

them to understand how they're feeling and b feeling and how they'd like the matter to be

why. resolved.
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4. LET THEM SPEAK
FREELY

Use open questions and a welcoming tone to
encourage your child to talk. Listen closely and
summarise what they’ve said at appropriate
points (ideally without interrupting) to
demonstrate that you’re understanding clearly.
Bullying may have undermined your child’s
sense of control, and they may fear that you’ll
judge them, overreact orimpose consequences
- so this conversation can reassure them being
honest with you was the right decision.

9. LIAISE WITH 9
THE SCHOOL (P

-
Any school has a duty to ensure that the
members of its community feel safe and
included. It's important for children to learn their
role in this. The school must determine how best
to restore these feelings of safety and respect.
It's often best for schools to keep parents and
carers informed of any action taken — and for
families to avoid taking matters into their own
hands.
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10. CHECK IN
FREQUENTLY

Once the issue has been resolved and the
bullying behaviour has stopped, your child may
still feel anxious and might find it difficult to
rebuild relationships or develop new ones.
Parents, carers and the school should all keep
an eye on how the child is feeling and acting
over the following months. Any relevant
information should be shared, so that further
support can be planned if necessary.

5.CALLA
TIME OUT

A conversation about bullying could leave both
you and your child feeling distressed. It's
important to recognise this and pause at
suitable moments to calm down. Take deep
breaths, enjoy a hot drink or even have a
cathartic cry. This can reinforce trust, while also
helping you both feel that you have control over
the situation and the emotions that you're
feeling.

Meet Qur Expert

Bob Basley is the Director of Anti-Bullying Quality Mark-UK, which
challenges and supports schools to develop sustainable whole-school
approaches to prevent bullying, including working with parents and
carers. More than 80 schools in England and Wales currently hold the
quality mark.
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Source: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/786040/survey_of_pupils_and_their_parents_or_carers-wave_5.pdf, 888
https://www.oecd.org/education/talis/talis2018tables.htm | https://assets publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/621070/Health_behaviourfin¥schoolfagelchildren
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BUILDING CYBER |
/ RESILIENCE AT HOME

As a society, we're increasingly using technology and tech services in the home. Digital assistants which can adjust the

hsaﬂng or turn lights on and off; streaming services for shows and movies nn mand; games consoles; smart
kers; phones; laptops ... the list goes on. As we introduce each new gizmo to our homes, however, we increase

tho level of threat from cyber criminals. It's essential, therefore, that we learn to become more cyber resilientin

relation to the devices and digital services that the people in cur household use.

—
& ]
- WHAT /S ‘CYBER RESILIENCE?
I o o i Cyber resilience focuses on three key areas: reducing the likelihood of a cyber
A attack gammi;lccess to our accounts, devices or data; reducing the potential
- impact of a cyber incident; and making the recovery from a cyber attack easier,

= should we ever fall victim to one.

J

1. PASSWORDS: LONGER
AND LESS PREDICTABLE

The longer, less common and
predictable a Fussward is, the
more difficult it becormes for cyber
criminals to crack. The National Cyber
Securlt-{ Centre’s ‘three random
words’ guidelines are ideal for
creating a long password which is
easy to remember but hard to guess.

2. AVOID RE-US!NG
PASSWORDS L

‘When you use the same password
across different legins, your c~{hsr
resilience is only as stron

secunty of the weakest site or service
yoeu've signed up for. If cyber

criminals gain access your username
and Fussword for one site or service,
they'll definitely try them on others. 2

3. USE A PASSWORD (A8
MANA ==

12. sTAY scepTicAL @)

Cyber criminals commeonly use
various methods, including emails,
text messages and social media
p-nsts Be cautious of am‘;mossu ges

osts that are out of the ordinary,

r something too good to be true
or emphasise urgency — even if they
ﬁppmr to come from someone you

now.

11.KEEP HOME ' )

DEVICES UPDATED

Download official software updates
I‘or our household's mobile phones,
l:u{ops, consoles and other

internet-enabled devices re%]lulurly_
Security improvements and fixes are
a key feature of these updates - so
by ensuring each device is running
the latest version, you're making
them more secure.

10. CHANGE DEFAULT
JOT PASSWORDS

evices from the ‘Internet of Things'
IcTi such as ‘smart’ home

appliances, are often supplied with f
default passwords. This makes them
quicker to set up, but also less secure
= eriminals can identify these
standard passwords more easily, so
change them on your loT devices as
soon as possible.
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N\ 9.CHECKFOR 5
BREACHES

A good way tojuggl!e different
passwords for every site or service
you use is to have a password
muanager. This software stores all
your I:)osswords for you, so you
sn‘np need to remember the master
assword. LastPass, Dashlane,
Password and Keeper are all
excellent password managers.

4. BACK UP YOUR DATA

Keep a copy of your data usin
OneDrive, Google Drive or anof
reputable c1nud bnsad storage
solution. If it's extremely important or
sensitive information, you could even
decide to kee? more than one
back-up version - by saving ittoa
removable USB drive or similar device,
for example.

S. ENABLE MULT-FACTOR 6. CHOOSE RECOVERY
AUTHENTICATION (MFA), S QUESTIONS WISELY

Multi-factor authentication is

You can check if your personal
information has been involved in any
known data breaches by entering
your email address at
www.haveibeenpwned.com hres that
spelli 93 is correctvs It's useful if you're
worried about a possible attack - or
simply as motivation to review your
account security.

8. KEEP HAVING FUN
WITH TECH

7. SET UP SECONDARY
ACCOUNTS

Some services let you set ‘recovery Some services provide the Consider our tips in relation to

where you need access to your questlons = such as your birthplace facility to add seconda the g cldglels and online services your
hone?t receive a code, or a pet's name - in case you forget accounts, phone numbers and household uses. Protect yourself and

example ?or another source to rour password. Take care not to use 50 on to help with potentially recovering your family, and don't let the bad

confirm your identity. This makes it formation you might have mentioned our account. Make sure you set these up: uys win: devices are not only

far more difficult for cyber criminals (or are likely to in future) on social media. § they ‘will be vital if you're having trouble Integral to modern life but also a lot

to gain entry to your accounts and Mare unlpradlctuble answers make cyber Iog |n? in or if you're trying to take back of fun - so as long as you keep safety "%,

yeur data, even if they de manage to criminals’ task far harder. control of your account after a cyber and security in mind, don't stop

get your username and password. attack. enjoying your tech.

-
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Meet Our Expert

Gary Henderson is the Director of IT at a large boarding school in the UK,
having previously taughtin schools and colleges in Britain and the Middle
East. With a particular interest in digital citizenship and cyber security, he
believes itis essential that adults and children alike become more aware of
therisks associated with technology, as well as the many benefits.
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ource.'www.ncsc.gov.uk/colIection/{o‘pftipsfforfstayingfsecurefonline/threefrondomfword | https://haveibeenpwned.com
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ommﬁs PLAY RISKS

Because Roblox connects random players
across the world, it can put younger players into
an environment with anonymous users who
could use the platform for nefarious reasons. For
example, some role-play games are used for
online dates and mature role play, which could

| expose youngsters to inappropriate messages

3,\ in the public chat box.

MATURE CONTENT

Content is difficult to moderate throughout
Roblox, due to the number of games available.
This is particularly notable on smaller games
and experiences, but in summary, some of the
games and experiences offered on the platform
contain age-inappropriate content that could
easily be seen by young players.
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- IN-GAME SPENDING
S

The majority of games within Roblox have
extensive monetisation options, usually through
season passes or microtransactions. Purchases
can range in value from a few pennies up to w
much larger sums of money. While some games
offer a lot of content via purchases, others can
offer very little for real world money, causing
younger players to end up out of pocket.

MONITOR THE CONTENT

While Roblox does implement plenty of moderation tools and parental controls, it's
up to parents and guardians to monitor the types of games a child or impressionable
WIS player is experiencing. If a youngster wants to play Roblox, be sure to check out which

specific games they want to play within it, and get a good idea of their content.
TAKE ADVANTAGE OF TOOLS g
5P

\I Use the parental controls within the game itself and teach youngsters N
A how to report and block other players. Knowing the powers within their »
reach will make Roblox a safer, happier experience. You can set age ranges
for who's allowed to contact you, close public chat boxes, block spending, and even
make your Roblox profile completely private. All these options are helpful in cutting
off bad actors from engaging with children.
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Meet Our Expert
Dan Lipscombe is a videogame journalist and author of over 20 books on
gaming, including books on Minecraft, Fortnite, Roblox, and more. For 15

years he has been writing about his passion for gaming. When he's not
playing games, he's talking about them at GAMINGbible.

X @wake_up_weds
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What Parents & Educators Need to Know about

ROQBLOX

Roblox is one of the most popular video games among children. In 2020, the game’s developers claimed that
more than half of the USA’s children had played it. As a ‘sandbox’ title, the game lets players create their own
gaming experiences with Roblox Studio to build custom levels, which can then be shared online.

n [wuw.thenationalcollege

and themes.

ANONYMOUS PLAYERS

The anonymity of users can leave players ‘
vulnerable to bullying, harassment, and
predatory behaviour. Without the right parental
controls or monitoring, users can connect with
each other via personal messages or friend
requests, and it is very difficult to know who's
behind a username in this vast online world.

RISK OF ADDICTION e

Roblox games can feature rewarding or i Q Pahﬁ‘r
satisfying mechanics that keep players ‘u

coming back - or persuade them to stay

logged-in for much longer. Like most games,

they focus on interactivity, with constant

rewards via in-game unlocks and currencies,

which can sometimes lead to an addictive need

to remain online for long periods of time.

3 " 4 -
SCAMS I H %

Many of the games on Roblox feature collectible
items, pets, or characters. These objects, while
digital, are worth a lot of real money on certain
online markets. Scammers will attempt to trade
with younger users in the hopes of getting rare
items that can be sold for real money,
manipulating the child into handing them over,
usually via misleading information.

PLAY TOGETHER

Consider playing Roblox with the children in your care. There are few
more effective ways to see how monetisation works, gauge whether the
game could lead to addictive behaviours, or even witness how interaction

between players works, than sitting down and trying the game for yourself.
This should help you figure out whether its suitable for particular children.

, & B e el SR
( TEACH ONLINE BEHAVIOURS

Have an open conversation about the risks of online play and how to spend
money wisely. By being honest and giving tips on how a younger user can
protect themselves, you can empower them to not only take care of themselves,
but others too. Any user can be reported to Roblox moderators by other players for
behaving inappropriately. With this knowledge, younger players can be aware of
what to look for and help prevent it.

National
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